Cyberwar, the story continues
woensdag 14 maart 2012 20:23

Today | was remembering my first - supposed - infection with malware. It was --.--.-- , | was
working on a saturday in Utrecht for a large IT-Compagny. When | visit a popular website - for
news - www.nu.nl my mcafee virusscanner alerts my about a virus. | scared the hell out, my
first contact with the cruel outside cyberworld.

Today 14-03-2012 it was www.nu.nl again.

See:

http://www.security.nl/artikel/40727/1/NU.nl besmet bezoekers met malware.html

http://tweakers.net/nieuws/80668/nu-punt-nl-serveerde-kortstondig-malware.html

and a good analyze

http://sijmen.ruwhof.net/weblog/166-nu-nl-gehackt-malware-analyse

| hope we have no infections. | am - very! - happy we have just updated all flashplayers and
adobe readers to the latest editions, and most of the java-software.

Update: 16-03-2012
We haven't had any infection, pffff.
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But here is a possible solution if someone is infected.
Use the Kaspersky Anti-rootkit utility TDSSKillier .
To start this remote and unattended use: tdsskiller -silent

[t eror =l

4\ Vald command Ine parameters:

~qesvc <service_name> (copy service to quarantine)
-dcsvc <service_name:> (delete s

-sigcheck (dete )
-tdffs (detect TDL3/4 file system presence)
“slent (don't show any windows)

ok
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http://support.kaspersky.com/faq/?qid=208283363

